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Theoretical Courses

Paper-V

CSE 101E TH: Elective Papers Credit:4

CSE 101E1: Digital Forensics
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Analyse and evaluate the importance of personal data its privacy and security.

Analyse and evaluate the security aspects of social media platforms and ethical aspects associated with
use of social media.

Evaluate and communicate the human role in security systems with an emphasis on ethics, social
engineering vulnerabilities and training.

Increase awareness about cyber-attack vectors and safety against cyber-frauds.

Take measures for self-cyber-protection as well as societal cyber-protection.

Svyllabus:

Digital Forensics - Introduction to Digital Forensics; Acquiring Evidence; File systems; Open-Source
Forensic Tools; Windows / Mac / Linux Forensics; Advanced Windows Forensics; Programming for Digital
Forensics; Application & Database Forensics; Network Forensics; Volatile Memory Analysis; Malware
Analysis; Threat Hunting & Incident Response.
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CSE 101 E2: Software Engineering

Introduction and Brief Overview - Software process, modeling and analysis, software architecture,
software design. Software Modeling, Analysis, Testing - Analysis modeling and best practices, traditional
practice diagrams such as DFDs and ERDs etc, Traditional Testing techniques — white box and black box
testing. Object-Oriented Software Engineering - Concept of OO Software — Design and Analysis,
Overview of various UML diagrams and UML analysis modeling, analysis case studies, analysis tools,
analysis patterns, OO software testing. Case study with complete examples Software Architecture -
Architectural styles, architectural patterns, analysis of architectures, formal descriptions of software
architectures, architectural description languages and tools, scalability and interoperability issues, web




application architectures, case studies. Software Design - Design best practices, design patterns, extreme
programming, refactoring, design case studies, component technology, object oriented frameworks,
distributed objects, object request brokers, case studies. Web Engineering, Clean room Engineering and
other recent topics.
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